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-----Original Message-----

From: Tim Wright [mailto:timothy.wright@VF.VODAFONE.CO.UK]

Sent: Friday, May 11, 2001 4:10 PM

To: 3GPP_TSG_T_WG2_SWG1@LIST.ETSI.FR

Subject: VF comments on T2-10373, operator domain scenarios

Mark, thanks for explaining the various scenarios that might come up.

We agree with your analysis of what happens/should happen, but have some

comments.

1.  The MExE spec does not talk about root download using the "secure

mechanism", just enabling.  The presentation talks about "download" too (see

slide 4 "downloaded, and/or securely marked valid").  Are you proposing that

the secure mechanism be used to secure download?  We really must be very

careful about root download - once a root is on a phone, the phone is open

to trusted material that can be eventually verified by that root - all sorts

of mischief can be achieved.

2.  A general comment on the secure mechanism.  The command from an operator

to enable an ORPK must be authenticated - how is this to be done?  The

security of this authentication mechanism should not rely on hiding some bit

of information in the terminal - that has never worked.

3.  The mechanism should beware of just looking at the MCC/MNC on the USIM.

It is not too difficult for someone to generate their own "SIM" using a

blank smartcard.  They can put the important fields on and their own MCC/MNC

in.  This can be done because the SIM is not authenticated unless the phone

is attempting to make a call.

4.  I really would be much more comfortable if the mechanism was

standardised and then open to some wider scrutiny.  The history of security

generally says that small, closed groups do not produce good security.

Tim

